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S e c u r i t y  &  P r i v a c y

a Framework  
for assessing rFiD 
System Security  
and Privacy risks 

This framework for evaluating security and privacy risks in RFID systems 
focuses on key application domains, assessing risk levels for each on the 
basis of RFID-specific criteria. 

R adio Frequency Identification 
systems use radio waves sent 
between tags and readers to 
automatically identify physi-
cal objects.1 Passive tags, which 

have no battery and simply use the energy of a 
reader’s emitted radio waves, are so small as 
to be almost invisible: tags that are 0.4 × 0.4 
millimeter are currently on the market. RFID 
is becoming quite popular in logistics and the 
supply chain,2 where vendors use it as a kind 

of improved bar code. Unlike 
printed bar codes, for exam-
ple, RFID tags don’t require 
line-of-sight readings. RFID 
also enables multiple scan-
ning—readers can scan an 

entire truckload or shopping basket at once, 
which allows for further automation in many 
industry processes. Also, bar codes replicate 
only an ID number, while RFID tags can con-
tain other information, such as product details. 
When combined with sensors, RFID tags can 
store the history of storing conditions, mechan-
ical shocks, and so on. Increasingly, developers 
are commercializing RFID technology beyond 
logistics and the supply chain, offering applica-
tions for various domains, including medicine 
and agriculture.3,4 They’re also using RFID in 

applications that can identify people (e-pass-
ports) and in access-control systems. 

Clearly, RFID is a powerful technology with 
numerous application possibilities. It’s also a 
technology that raises serious privacy and secu-
rity risks. Several RFID features make it partic-
ularly vulnerable among information systems, 
including

the wireless transmission between the tag and 
reader;
the tag’s low computational power, which 
is often insufficient for strong security mea-
sures; and
the tag’s small size, which means that people 
can carry one without their consent or even 
knowledge.

Here, I offer an overview of the main RFID 
privacy and security threats and countermea-
sures, focusing on those that are exclusive to 
this technology. I then propose a framework 
for evaluating domain risks using three criteria: 
the system’s deployment range, the link between 
the RFID tag and identity-related data, and the 
domain’s security demands. 

threats to rFiD systems
Like all information systems, RFID-based  

•

•

•

Paweł Rotter
Joint Research Centre  
of the European Commission



S e c u r i t y  &  P r i v a c y

APRIL–JUNE	2008	 PERVASIVE	computing	 71

systems are subject to generic attacks 
that threaten system security and user 
privacy. However, there are also many 
attacks that specifically target RFID 
system technologies. 

eavesdropping
In eavesdropping, hackers secretly 
monitor data sent from an RFID tag 
to a reader, or vice versa, via the air 
interface (the communication channel 
between the reader and tag). Because 
eavesdropping is passive—that is, the 
attacker doesn’t emit any signal—it’s 
highly difficult to detect. The most 
common countermeasures are to en-
crypt the data (so eavesdropping hack-
ers can’t understand the signal) and to 
use a metal screen to shield the tag and 
reader during information exchange 
(such as at border checkpoints). It’s also 
important to limit the distance between 
the tag and reader by using the stan-
dard with the smallest communication 
range sufficient for a given application. 
However, developers must also bear in 
mind that, using a nonstandard reader, 
hackers can extend a standard commu-
nication range several times.5 

relay attacks
As figure 1 shows, in a relay attack, at-
tackers create a connection between a 
legitimate reader and a victim’s legiti-
mate tag.5 From the RFID system’s 
viewpoint, the communication looks as 
if the legitimate tag and the reader are 
close to each other, when in fact they’re 
communicating through the (usually 
wireless) communication channel that 
the attackers have established. Attack-
ers can thereby authenticate themselves 
in access-control or payment systems. 
Researchers have proven that it’s pos-
sible to successfully execute a relay at-
tack against an ISO-14443A-compliant 
RFID system.6

Because attackers only transmit infor-
mation—without needing to understand 
it—the authentication protocol (such 
as challenge-response) doesn’t protect 
against this kind of attack. Developers 
can counter this threat—and the fol-
lowing four—by using short-range tags 
and by shielding the tags (such as keep-
ing them in bags made of aluminum foil) 
while not in use. There’s also a specific 
relay-attack countermeasure, the dis-
tance bounding protocol,7 which uses 
response time to estimate the distance 
between the reader and tag. 

unauthorized tag reading
Attackers can use a fake reader to read 
tag information. They can extend a 
fake reader’s range by several times that 
of the standard communication dis-
tance.5,8 Moreover, it’s relatively cheap 
to build an extended range reader. 

A specific countermeasure against 
unauthorized tag reading is reader au-
thentication. Another is initialization of 
transmission after the user activates the 
tag (by pressing a button, for example), 
so the possibility of unauthorized read-
ing is limited to moments when the user 
demands a legitimate communication. 
Developers can also reduce risk by mov-
ing sensitive information to a protected 
database in the system’s back end, as in 
VeriMed (see www.verimedinfo.com), 
a medical information system. Develop-
ers can address concerns about the un-

authorized reading of a shopping bag’s 
RFID-tagged contents using the “kill” 
command, which permanently disables 
the tag (and is obligatory in standard 
EPCGlobal Class 2). Researchers have 
also proposed a tag designed to let users 
physically destroy it.9

tag cloning
In tag cloning, attackers make a dupli-
cate RFID tag, which might either be 
quite similar in size or much larger than 
the original but have the same function-
ality. Attackers can use duplicates to 
access a restricted area, abuse private 
data, or make an electronic transaction 
on the victim’s behalf.

Tag authentication prevents cloning; 
if developers use a challenge-response 
protocol, the information that attack-
ers can obtain through the air interface 
(such as by eavesdropping) is insuffi-
cient to duplicate the tag. Also, devel-
opers can apply appropriate measures 
at the circuit manufacturing stage to 
protect tags from duplication by reverse 
engineering.

People tracking
In people tracking, attackers follow tag 
carriers’ movements using various tech-
niques, including placing fake readers 
in doors or deploying eavesdropping 
devices near legitimate readers.

Several countermeasures that I’ve al-
ready discussed also work with track-

Any distance 

Data transmission 

Attacker’s devices 

Legitimate devices 

Fake
RFID reader 

Fake
RFID tag 

Figure 1. Relay-attack scheme. Attackers 
establish a communications channel 
between the reader and tag and thereby 
authenticate themselves in the target 
system.
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ing, including using low-range tags or 
shielding tags, authenticating readers, 
and disabling tags when they’re not in 
use. In the future, however, people will 
carry many RFID tags, so it might be 
highly useful to develop a personal de-
vice to control access to them, possibly 
integrated into mobile phones or PDAs.10 
Developers can implement other coun-
termeasures at the tag-design stage, in-
cluding pseudonyms (changing identi-
fiers) or tag-reader distance estimators 
based on the signal-to-noise ratio.11

replay attacks
In replay attacks, attackers abuse au-
thorized tag carriers’ identities by re-
peating their authentication sequences. 
To do this, attackers might use a clone 
of a legitimate tag or resend the eaves-
dropped signal from a PC equipped 
with an appropriate card and antenna. 

To perform replay attacks, attack-
ers must obtain information sent by 
the tag during normal communica-
tion. Here, countering eavesdropping 
and unauthorized tag reading offers a 
first line of defense. A specific replay- 
attack countermeasure is to authenticate 
tags using, for example, the challenge- 
response protocol. In this case, the tag 
calculates its authentication code based 

on the challenge the reader sends. In a 
well-designed protocol, attackers can’t 
deduce the key required to calculate a 
response from information exchanged 
through the air interface.

tag content changes
If a tag is writeable, attackers can 
change its content, distorting item at-
tributes or leading the access-control 
system to falsely reject an authorized 
person. Furthermore, they can insert 
malware—such as modified tag data 
that the reader interprets as a com-
mand—into writeable tags using, for 
example, SQL injection.12 

In some writeable tags, developers 
can protect memory content by tempo-
rarily or permanently disabling writing 
capability (using, for example, the stan-
dard EPCGlobal Class 2 Gen 2 tag’s 
“lock” and “permalock” functions). 
Also, developers can implement the 
readers so as to prevent them from in-
terpreting a tag’s data as a command. 

Physical tag destruction
The easiest and cheapest way to disrupt 
RFID systems is to physically destroy 
the tags—heat them in a microwave, 
hit them with a hammer, and so on. 
This issue is especially relevant for ap-

plications that use RFID tags not just 
for identification purposes, but also to 
protect items against theft. Also, people 
concerned with privacy might destroy 
the RFID tags in their e-passports, 
which are still valid even if the RFID 
tag doesn’t work.13 

Blocking and jamming
Attackers perform a blocking attack us-
ing a blocker tag, which simulates the ex-
istence of numerous tags and thus causes 
a denial of service as the reader endlessly 
interrogates the nonexistent tags. How-
ever, blocking can be useful—as origi-
nally proposed, it serves to protect con-
sumer privacy.14 In jamming, attackers 
paralyze RFID system communications 
by generating a radio noise at the same 
frequency as that of the system. Blocker 
tags and jamming devices are easy to 
detect and localize, and developers can 
even implement appropriate warning 
functionalities into the system. 

Overall threat analysis 
Table 1 summarizes the threats and indi-
cates the system component involved in 
the attack. As the table shows, few threats 
are related to the back end or the net-
work; such threats are more typical for 
information systems in general. (For an 

TABLE 1 
Threats and their relationship to vulnerabilities in RFID systems components.

Tag Air interface Reader Network Back end

Eavesdropping	 • • •

Relay	attack •

Unauthorized	tag	reading • • •

Tag	cloning	 • •

People	tracking • •

Replay	attack • •

Tag	content	changes •

Malware • • •

RFID	system	breakdown	 • •

Tag	destruction •

Blocking •

Jamming •

Back-end	attacks • •
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overview of risks and countermeasures 
for back-end attacks, see the overview by 
Susan Hansche and colleagues.15) Most 
threats exploit vulnerabilities of the air 
interface and the tag and are therefore 
specific to RFID systems. 

Table 2 presents the threats’ poten-
tial consequences. Most of the conse-
quences (those marked with an aster-
isk) also occur as threats and might 
negatively impact the system even if 
they’re not perceived as a problem. For 
example, eavesdropping might enable 
tag cloning, which could then result in 
a replay attack; the final consequence 
could be unauthorized access to a re-
stricted area. As these relations imply, a 
single system vulnerability can threaten 
security and privacy in areas that are 
only indirectly related.

Framework  
for evaluating risks
Figure 2 shows the privacy and secu-
rity taxonomy of RFID applications. I 
evaluate risks on the basis of three crite-

ria: system deployment range (horizon-
tal axis in figure 2), the link between 
the tag and identity-related data (ver-
tical axis), and the domain’s security 
demands (box color). The most critical 
applications are the red boxes in the 
figure’s top-right area.

System deployment range
Here, I consider three basic types of 
RFID systems: those with local, re-
stricted operations; those distributed 
within a single organization; and those 
distributed across different organiza-
tions. In locally operated systems—
such as those used in some manufac-
turing processes or local access-control 
applications—the readers and back-end 
system use a local network to exchange 
information in a restricted area. Rather 
than exchanging information over a 
network, it’s also possible to connect an 
RFID reader to a single computer that 
contains the whole back end (database 
and software). Although this solution 
has a limited scope, it might be sufficient, 

for example, in some manufacturing- 
process stages, such as element recogni-
tion in automatic assembly. 

The second system type is distrib-
uted in space but controlled by a single 
organization or by a network of coop-
erating institutions. Typical examples 
include public transportation, admin-
istrative processes, some industry ap-
plications, and some access control sys-
tems. It’s more difficult to secure these 
systems than locally operated ones 
because data is transmitted between 
physically separated sites and thus is 
more vulnerable.

The third type is systems that op-
erate over large physical areas and 
across organizations (and often, plat-
forms). Here, I distinguish between 
two different system types depending 
on where the information is stored: in 
a central database or on RFID chips. 
If a system uses a central database, 
it’s accessible through a global net-
work. This is the case for applications 
like Object Name Service,16 livestock 

TABLE 2  
RFID system threats and their potential consequences.
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Eavesdropping	 × • • × • • •

Relay	attack × × ×

Unauthorized	tag	reading × × × • • × • • •

Tag	cloning	 × × • •

Tracking ×

Replay	attack × × • •

Tag	content	changes	 • • × • × × ×

RFID	system	breakdown × × ×

Malware × × × • × ×

Blocking × • × ×

Physical	tag	destruction × ×

Jamming × • × ×

Back-end	attacks • × × × × × ×
 

An “×” indicates direct relationship between the threat and its consequence; “•” indicates an indirect relationship. An “*” indicates consequences that are also threats.
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tracking, and medical care systems 
such as VeriMed. This category also 
includes many emerging applications, 
such as location-based services and 
stolen-goods tracking systems. An ex-
ample of systems that operate without 
a central database and keep data on 
tokens is e-passports, which store the 
owner’s identity data on memory chips. 

From a privacy and security viewpoint, 
avoiding a central database might seem 
like an advantage; attackers can crack 
it and eavesdrop on transferred data. 
On the other hand, for token-based 
solutions, attackers might retrieve the 
token’s data through the air interface 
(by eavesdropping a fake reader access) 
or through reverse engineering. 

Links between the tag   
and identity-related data 
Privacy risks exist only in systems that 
establish a link between the RFID tag 
and a specific person’s identity. In this 
category, I consider four classes of 
RFID systems. In the first class, tags 
contain information about physical ob-
jects that are unrelated to people and 

Systems based on
RFID implants

Fixed link
between tag and

identity 

Tag can be
temporarily

linked to identity

Tag-identity link
not possible

System operating
locally within a
restricted area

System distributed in
space, within a single

organization

System operating
across different
organizations

Closed systems Open systems 
Range of system deployment

Ty
pe

 o
f l

in
k 

be
tw

ee
n 

an
 R

FI
D

 ta
g 

an
d 

id
en

tit
y-

re
la

te
d 

da
ta

 

Id
en

tif
yi

ng
 a

 g
oo

d 
or

 s
er

vi
ce

Id
en

tif
yi

ng
 a

 p
er

so
n 

Prisoners tracking 

Medical supplies 

Implant-based medical 
information systems
(such as VeriMed) 

Implant-based systems for access control 

Item-level tagging
and Object Name Service

Most industry applications 

Tokens for access control 

Livestock tracking 

Payment systems 

Stolen goods tracking

Public transport 

Administrative process 

e-Passports, e-IDs

Medium

Low

High

Demand for
security 

Car-to-car 
commu-
nication

Location-based
service,

near-field
communication

Figure 2. Privacy and security risk assessment taxonomy. E-passports and implant-based access-control and medical information 
systems are particularly vulnerable application areas.
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can’t be linked to them. Examples here 
include most industrial applications 
and livestock tracking systems. 

In the second class, a tag might be 
temporarily linked to an identity. Ex-
amples include

item-level tagging in retail (tagged 
goods purchased in a shop might be 
used to track people),
administrative processes (document 
tagging in an administrative circuit), 
medical supplies (drug labeling), 
and
stolen-goods tracking.

Applications using anonymous to-
kens—such as single-use tickets in 
public transportation—also belong to 
this group. From a privacy viewpoint, 
an anonymous token is no different 
than any other item: it has no direct 
link to the carrier’s personal identifica-
tion data. However, if a person carries a 
whole set of anonymous tags, it can cre-
ate a “signature” that—if periodically 
updated—can be permanently used to 
identify the person, despite the tempo-
rary character of the link between a 
single tag and its owner.

Systems in the third class establish a 
fixed link between a tag and the owner’s 
identity. Such tags are built into personal 
tokens, which are directly linked to per-
sonal data. Examples here include e-
passports and payment systems (such as 
SpeedPass1). Many future applications 
will also likely fall into this category, 
including credit card systems, location-
based services, mobile phones equipped 
with near-field communication, and 
smartcards for access control.

In the fourth class, RFID implants, 
RFID tags are inserted directly into the 
human body. Many people have already 
voluntarily had RFID tags implanted, 
including for healthcare purposes (as in 
VeriMed, which offers instant patient 
identification and medical-records ac-

•

•

•

•

cess), for controlling company premises 
(the VeriGuard system), and even for fun 
(as in Barcelona’s Baja Beach Club). Such 
systems have a high privacy risk, espe-
cially because most existing implants 
have weak (if any) security measures.17 

Demand for security
Security demands depend mostly on 
two factors: 

The size of the potential damage, 
which might include loss of money, 
loss of customers, or disclosure of 
privacy-sensitive information.
The attackers’ motivation level—that 
is, how much attackers stand to gain 
if they’re successful. 

Because these factors often correlate, I 
aggregate them into a single criterion. 
However, the factors aren’t always 
linked: in medical information sys-
tems, for example, incorrect treatment 
can cause serious damage, but potential 
attackers have far less incentive here 
than they do with payment systems or 
e-passports.

vulnerable  
application domains
Given these risk evaluations, I’ve iden-
tified three application areas that are 
particularly vulnerable to privacy and 
security threats: implant-based medi-
cal information systems, implant-based 
access-control systems, and e-passports 
(see figure 2).

implant-based  
medical information systems
VeriMed, which is apparently enjoy-
ing rapid adoption by many hospitals, 
is the first commercial system of this 
type. VeriMed uses VeriChip RFID 
implants (www.verichipcorp.com) and 
gives each patient a unique ID number. 
When the reader is close to patients, it 
detects their ID numbers and lets phy-

•

•

sicians access patients’ medical records 
through a password-protected website. 
The advantage of such systems is that 
medical professionals can easily and 
immediately retrieve vital information 
from practically everywhere, even when 
patients are unconscious. 

This is a critical system type for sev-
eral reasons:

Implants are permanently and physi-
cally linked to people, making them 
sensitive from a privacy perspective.
VeriMed and all future systems of 
this type must operate globally; any-
one interested in cracking such a sys-
tem can simply buy a tag and analyze 
it. People have already done this with 
VeriChip implants and offer detailed 
information on the Web about how to 
crack them (http://cq.cx/verichip.pl).
Because it’s globally accessible, the 
database—which contains sensitive 
data—is more vulnerable to unau-
thorized access.
Health information is sensitive. Leak-
ing such information to third parties 
could damage the targeted person’s 
reputation. Malicious modification of 
health information could lead to in-
correct medical treatment and, in the 
worst case, to the person’s death.

Developers can increase implant-
based medical information systems’ se-
curity by encrypting the information an 
implanted tag transmits and by authen-
ticating the reader. Furthermore, devel-
opers can secure the system’s back end 
through strong authentication of the 
people with database access. For exam-
ple, to do this, they could use two-way 
authentication: a password and a token 
that has a digital signature. 

RFID implants also raise concerns 
beyond those related to privacy and 
security. Potential developers must 
consider such factors as low social ac-
ceptance, ethical issues, and possible 

•

•

•

•
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adverse medical effects, which have yet 
to be well researched.18 

implant-based   
access-control systems 
An RFID tag inserted into a human 
body can offer authorized access to re-
stricted areas (home or workplace, for 
example) or devices (a computer or a 
car). VeriGuard (www.verichipcorp.
com/content/solutions/accesscontrol), 
is the first commercial system of this 
type, and, like the VeriMed system, is 
based on VeriChip implants. 

Access-control using RFID implants 
entails a special risk for three reasons:

As with medical implants, the system 
is privacy sensitive because the im-
plant is permanently and physically 
linked to a person.
It offers potentially high attacker 
motivation.
Depending on the application, dam-
ages could be quite large in a success-
ful attack.

These implant-based access-control 
systems are still in the early development 
stages. Currently, VeriGuard’s security 
measures are weak for two reasons: au-
thentication is based on an ID number 
that the implant sends in unencrypted 
form, and the system’s VeriChip implant 
is easy to clone.17 Some individuals have 
had RFID tags implanted that were 
originally manufactured for industry 
or supply chain purposes and include 
cryptosecurity features.19 Nevertheless, 
implants shouldn’t be used for applica-
tions with high security demands—even 
if they have built-in strong authentica-
tion algorithms—because there’s a risk 
of coercive attack and potential damage 
to the victim’s body.17 

Even without strong security features, 
developers can use implants as an ele-
ment of access-control systems in a safe 
way, increasing the overall system’s se-

•

•

•

curity and efficiency. Combined in mul-
timodal systems, they protect against 
both password spying and token steal-
ing. In systems with password- and to-
ken-based authentication, implants also 
offer an additional modality that can 
prevent people from giving unauthor-
ized privileges to colleagues. In a secure 
environment, organizations could use 
implants for continuous presence detec-
tion, immediately blocking access (to a 
control board or computer, for exam-
ple) when the authorized person walks 
away. The authorized person could 
then re-establish access through other, 
more secure authentication methods. 
In any case, when organizations re-
quire strong security, they should use 
implants only as an additional authen-
tication technique. 

e-passports
Many countries—including the US 
and all European Union members—re-
cently introduced e-passports contain-
ing RFID chips. When interrogated by 
the reader, these chips transmit per-
sonal and biometric data; in the latter 
case, the data is only a digital photo of 
the owner but in the near future, coun-
tries are planning to use fingerprints 
and possibly iris data.

Personal and biometric data are par-
ticularly sensitive. Also, attackers might 
be highly motivated to copy e-passports 
or use their data for identity theft. The 
consequences of an attack could be se-
rious, including personal and biometric 
data theft, tracking of the e-passport’s 
owner, illegal border crossings or even 
detonating a bomb designed for a spe-
cific country of origin or for a specific 
individual, based on information emit-
ted by the chip in his or her passport.20 
E-passports’ standard security mecha-
nisms (Basic Access Control) use 128-
bit key; although the US National In-
stitute of Standards and Technology 
recommends 112 bit as safe till 2015, 

the e-passport key is calculated based on 
information that’s accessible in the ma-
chine-readable zone. This information, 
even if it’s unknown to attackers, has 
limited entropy. Given the interrelation-
ship of some data, we can decrease total 
key entropy to a mere 41 bits, which is 
definitely insufficient (researchers have 
calculated an example for the Dutch 
passport).21 Moreover, attackers can 
track the e-passport’s owner even with-
out knowing the key using the informa-
tion exchanged between the RFID tag 
and reader before reader authentication. 
Attackers could do this, for example, us-
ing tag identifiers that are a part of the 
anticollision protocol.21 

Developers can increase RFID pass-
port security using asymmetric cryptog-
raphy (Extended Access Control). Al-
though some countries use this, it’s not 
mandatory according to International 
Civil Aviation Organization standards. 
A simple yet efficient protection is to use 
a cover made of antiskimming material. 
As researchers have recently stressed,22 
we need an integrated approach to e-
passport security at the international 
level. Making security measures such 
as Extended Access Control obligatory 
and defining detailed standards for se-
curity solutions would make passports 
much safer, regardless of the issuing 
country.

O f the three application 
areas I consider particu-
larly sensitive, two are 
based on RFID implants, 

which have considerable potential. 
However, the implant approach also 
raises several technical, medical, and 
social concerns that must be solved if 
this approach is to be more widely ad-
opted.18 The third application area—e-
passports—is part of an ongoing pub-
lic consultation in the European Union 
(see www.rfidconsultation.eu).
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The focus of this discussion is RFID 
application areas; however, a specific 
system’s vulnerability depends on its 
implementation and the applied coun-
termeasures. Developers can build an 
RFID system with a satisfactory secu-
rity level even in a high-risk application 
area. To do so, however, they must pay 
special attention to the implementation 
of proportional security measures.

Also, as we move forward, we must 
reenforce our efforts to achieve effec-
tive RFID security and privacy tech-
nologies with efforts aimed at creating 
user trust and awareness.3 Even a se-
cure system will fail if users think it 
lacks sufficient security and privacy 
protections.
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